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Abstract—Modern automotive cyber-physical systems utilize numerous smart technologies including sensors, wireless
communication, electrified and autonomous operation. An average autonomous vehicle (AV), driving an hour per day, is expected to use massive amount of data every day, some of which
will need to be communicated to outside of the AV. Meanwhile,
electric vehicles (EVs) have been transforming modern transportation and energy systems, introducing fuel savings and
environmental benefits which make them an attractive option
for autonomous driving as well. Accordingly, to realize truly autonomous electric vehicles (AEVs), it is crucial that 1) the vehicles interact with the physical world seamlessly through sensors
such as cameras, radars, and light detection and ranging sensors, and 2) the vehicles have continuous/seamless broadband
connectivity with each other and the supporting infrastructure.
Nonetheless, this cyberspace provides numerous opportunities
for malicious actors threatening the security of the AEVs and
their applications, potentially resulting in accidents, injuries,
property/infrastructure damages, even taking human lives. In
this paper, we analyze emerging power electronics security
challenges and propose a novel preliminary countermeasure
approach for the secure and dependable operation of the system. The approach considers developing a lightweight, machine
learning-based intrusion detection mechanism to be deployed at
the power electronics/microcontorller level such that it can deal
with malicious data/control commands initiated by attacks
at any level, including software, hardware, or firmware-based
attacks.
Index Terms—Automotive cyber-physical systems; security;
power electronics; intrusion detection; machine learning.

I. Introduction
Modern vehicles are no longer traditional stand-alone
mechanical engineering masterpieces. They are now characterized by numerous smart technologies including sensors, wireless communications, more electrification, autonomous operations, and data analytics. For example,
such a modern vehicle has over 100 million lines of code
which will continue to grow in the near future [1]. As
another example, an average autonomous vehicle (AV),
driving an hour per day, by itself is expected to use 4,000
gigabytes of data every day [2] (not counting the increased
demand from the occupants of the AVs), some of which
will need to be communicated to outside of the AV with
other vehicles, infrastructure, and people.
In parallel to AVs, electric vehicles (EVs) have been
transforming modern transportation and energy systems [3]. The mass adoption of EVs has been steadily
increasing for the past two decades across all domains.

Fig. 1. Automotive cyber physical system in a AEV with its various
elements.

Considering fuel savings and environmental impacts, EVs
and AVs are perfectly aligned [4], [5]. Hence, automotive
systems are going through massive transformation to
increase vehicle safety, efficiency, and reliability to realize
autonomous EVs (AEVs).
Nonetheless, the cyberspace of these AEVs provides
numerous opportunities for malicious actors threatening
their security [6]–[9] as illustrated in Fig. 1. Unprotected
or improperly protected systems can be easily exploited for
malicious use. Indeed, AEVs are under constant threat of
increasing number of cyber-attacks through their sensory
or wireless channels, hardware, software, controllers or
actuators. Given the growing number of security threats
to the AEVs, securing them against malicious activities
is of utmost importance. Otherwise, malfunctioning of
mission-critical applications can cause injury and damage
at personal/public and business levels.
While a large body of research exists on vehicular
communication security (spanning communications both
within and outside of a vehicle) [10]–[18], the proliferation
of AEVs raises new security challenges that need to be
tackled. These challenges relate to the control aspects
when there are attacks to various elements of the AEVs,
such as electronic control units (ECUs) of the vehicle
to control the battery charging and traction drives and
higher levels of automated driving, including multiple bus
systems in use.
In this paper, we briefly discuss the emerging power
electronics security challenges in AEVs. Our discussion
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(a) Schematic diagram of a traction drive control loop and (b) an example traction system [20].

considers on the traction drive of a AEV as a case study.
We then discuss the potential countermeasure approaches
and their shortcomings. Finally, we propose a machine
learning-based defense mechanism to be developed at the
power electronic level. The study is limited into a preliminary discussion about the approach and corresponding
implementation challenges.
This paper is ogranized as follows. Section II presents
a brief discussion of the power electronics in AEVs and
the emerging power electronics security challenges. In the
following section, an IDS-based countermeasure approach
is proposed with a preliminary discussion about the
technique. The paper is concluded in Section IV.
II. Vehicle Power Electronics Security
There are many ECUs in AEVs including engine control
unit, battery management system (BMS) control unit,
electronic brake control module, autopilot and transmission control module. Unfortunately, these ECUs are
subject to attacks and being compromised [19]. In this
section, we briefly discuss ECUs, the power electronics in
AEVs, as well as potential security issues.
A. Power Electronics in AEVs
Today, there are various high-performance microcontrollers that are designed to control power electronics
systems and provide advanced communication and digital
signal processing options in industrial and automotive
applications. Most of these microcontrollers have developed to provide very high precision sensing, powerful
processing through accelerators or dual cores to enable
design engineers to create highly efficient power systems.
The high-end controllers offer single-cycle operations
and up to 300 MIPS coupled with a highly-optimized
peripherals and interrupt management bus for a variety
of control applications. Typically, there are a number
of accelerators supporting the high performance CPU
core for fast and ultra efficient processing power required for highly complicated non-linear system control
in real-time such as, floating-point accelerator, complex
math accelerator, trigonometric math accelerator, and
control law accelerators. Thanks to these accelerators,

CPU bandwidth can be used much more efficiently [21].
Moreover, these controllers provide specific peripherals
to enable system-on-chip solutions for various closedloop control applications. Sensing peripherals can be
fully synchronized to timing peripherals to yield accurate
control update, and industry standard communication
peripherals enables connected and intelligent applications.
High-end controllers include communication peripherals
such as ethernet, UART, CAN, SPI, SCI etc. which are
essential for connected systems but at the same time
constitute one of the weakest point in terms of security.
Enabled by all these features, these microcontrollers
are deployed in transportation electrification, such as onboard and off-board chargers, traction or propulsion motor
control, power steering to name a few. In addition, they are
widely deployed in renewable energy systems, power grid
automation, robotics and various industrial applications.
Fig. 2(a) shows a schematic diagram of a traction drive
system, presenting the control loop, i.e., data and control
command flow. Fig. 2 shows an example traction drive.
B. Security Threats
There are many different mechanisms of compromising
a power electronics system. This can be done through vehicular communication network, or exploiting the control
module directly through different levels of connectivity
(physical, remote, etc.) [12].
There are mission-critical components of an AEV such
as the battery pack and the traction drive system. A power
electronics circuit operates in a way to ensure an efficient,
stable, and high-quality power conversion and control of
the power flow from energy storage unit to electric motor
during traction or from utility grid to energy storage unit
during external battery charging. Thus, the safety of power
electronics that control the power flow when the vehicle
is moving and being charged are of utmost importance.
The engine ECU communicates with the individual power
converter controllers to drive the vehicle in a stable way
and to control the vehicle based on physical/autonomous
driver’s requests. The conventional precautions taken
for the protection of the traction drive inverter or onboard/off-board charger include over-voltage/current and

over-temperature protection of the circuitry. The fidelity
of the sensed values such as current, voltage, or motor
position are very important elements for the safe operation
of the vehicle. The motor controller parameters that result
in stable operation of the motor are also crucial. Further,
the controller parameters for on-board/off-board charger
is also important to protect the battery and grid operation.
This paper presents in particular the vulnerabilities
on AEV power components and its controllers. These
components include power electronics circuits and BMS,
which are supervised by ECUs. Vulnerabilities related to
control of battery charging and traction drive are possible
at different levels as shown by the red circles in Fig. 2(a).
Below are some possible attack models:
1) An attacker can compromise the BMS to do critical
damage to battery system thermal stability. This can
be through physical access.
2) An attacker can compromise the traction drive in
various ways. Here are some examples:
• Changing the controller parameters of the traction inverter.
• Clearing the dead-time of the phase-leg switches.
• Changing the sensor signals that are retrieved
from the inverter and electric motor.
3) An attacker can compromise a charging station to
do damage to power grid operations.
In addition to these specific attacks, there are always
possibilities to compromise AEVs through other means
like firmware updates.
It is crucial to keep the AEV power electronics secure
from possible potential attacks. In particular it is important to ensure that control decisions are taken (by the
microcontrollers) on the true data, the control functions
are executed properly, and the true commands are sent to
the actuating devices (e.g., motors).
III. Vehicle Power Electronics Defense
Possible ways of attack mitigation on power electronic
systems on AEVs include ensuring message authentication and data integrity, However, applying proper
cryptography-based solutions incurs high overhead as it
requires dealing with large keys and expensive crypto
computations. This overhead is not suitable for power electronic devices/controllers as they are resource constrained
in terms of both memory and computing capacity, as we
discussed in Section II-A.
Another potential defense strategy can be developing intrusion detection systems for the ECUs. However, providing a comprehensive solution, which often needs extensive
data analysis, may not be possible to run at the real-time
on the resource constrained controller. These networkbased detection systems may not be effective for attacks
that are launched within the system (e.g., firmware,
hardware trojans, etc.). In this respect, a suitable option is developing a power electronics/microcontrollerlevel detection mechanism, which will allow detecting
incorrect inputs and outputs at the digital signal processor
(DSP)/gate drive. Fig. 3 shows the potential placement of
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IDS-based defense strategy for AEV power electronics

such an on-chip-based IDS, which will detect the malicious
control parameters by checking the input and/or output
patterns, and can protect the system by stopping the
transmission of (potentially) malicious commands to the
actuating devices.
This lower-level detection system can apply machine
learning (ML) for detecting malicious control parameters.
As the resource is limited in the power electronic devices,
the effectiveness of the ML-based model will greatly
depend on choosing the right model to be executed on
the controller.
A. Proposed Learning Approach
The controller sets certain register bits each time there
is an action to be taken. Depending on the application,
the actions are standard and can be learnt. We propose to
train our machine learning model by collecting all possible
bit configurations (i) sent to the controller (i.e., inputs
to the DSP), (ii) sent from the controller (i.e., outputs
from the DSP), and the patterns between these input and
output bit configurations (in Fig. 3, the blue arrows to
the IDS). This training will be done in advance (offline)
as there is not resource to do online training.
The model will be developed based on the application,
e.g., EV traction drive, EV charger, PV inverter, etc.,
as the bit configurations differ based on the control system/process. Various lightweight models such as decision
tree, Naïve Bayes, etc. can be applied as the power
electronic devices are resource constrained. Another option
would be to use a Markov-chain, where an update to the
register bits will be considered as a change in the state.
B. Potential Placement of IDS
Once the IDS is built, i.e., the model is successfully
trained, validated, and tested, the model can be installed
as a firmware, as a part of the controller firmware, or a
separate component on the integrated hardware. Another
option can be a separately added hardware component
between input (sender)/output (receiver) devices and the
power electronic/microcontroller. As part of the defense
strategy, if an anomaly is detected, the IDS will be capable

to stop the actuation process (in Fig. 3, the yellow arrows
to the crossed red circles).
In a scenario with multiple microcontrollers, functionally interdependent or running control loops with correlated sensor data, the detection mechanism can follow a
complex pattern according to the inputs and outputs of
the microcontrollers. Here, multiple detection models may
be required while a model will consider the inputs/outputs
of the other interdependent controlling devices. These
detection models will need to be placed appropriately
between the devices. In the future, we would like to
implement the proposed ML-based IDS and evaluate the
efficacy of the system in defending the power electronics,
particularly, in AEVs.
IV. Conclusion
This study focuses on investigating security on power
electronics controllers/actuators to address the attacks
stemming from sensors and communication channels on
AEVs. The possible attack trajectories are explained, and
the crucial operational vulnerabilities are described.
We presented a preliminary description of a potential
countermeasure approach that will apply an ML-based
detection and prevention system to be built at the
power electronic/controller level. Our future work will
include collecting the input and output data for AEV
power electronics, designing/training/building the MLbased classifier/IDS, and deploying the model on the integrated microcontroller/power electronics hardware, and
evaluating the efficacy of the defense solution.
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